Telemedicine and Information Society
Research Division

The e-Health Development
Framework in Spain

Co-ordinator: José L uis M onteagudo Pefia

e B ™
:'...I"'i I-_./

Instituto de Salud_Carlaslll

Unidad Coordinacion
de Informética Sanitaria



The e-Health Development Framework in Spain

TELEMEDICINE AND INFORMATION SOCIETY
RESEARCH DIVISON

CARLOSIII INSTITUTE OF HEALTH (INSTITUTO DE
SALUD CARLOSIII)

Management
José L uis Monteagudo

Co-ordination
Pilar Garcia Santesmases

AT

F »#

Instituto de Salud_CarIosIlI

Published by: Carlos 111 Insitute of Hedlth (Instituto de Sadud Carlos 1)

Minigry of Hedth & Consumer Affairs
C/. Snesio Delgado, 6. 28029 Madrid

NIPO: 354-01-003-9

Officid Repogtory No. (Deposito Legal): M-35722-2001
|.S.B.N.: 84-95463-08-3

Printed by: Rumagraf, SA.Avda Pedro Diez, 25. 28019 Madrid

Instituto de Salud Carlos Il Telemedicine and Information Society Research Division 2



The e-Health Development Framework in Spain

TABLE OF CONTENTS

PARTICIPANTS

Introduction

EXECUTIVE SUMMARY
ACKNOWLEDGEMENTS

INTRODUCTION

1. Generd

2. Objective and scope
3. Underlying reasons
4. Input and drafting
5. Layout

E-HEALTH AND ITSHELD OF APPLICATION
1. Generd

2. Defining e-hedlth

3. From infragtructures to gpplications

4. Scope of e-hedth gpplications

EUROPEAN FRAMEWORK AND GLOBAL CONTEXT
1. e hedth within the e-Europe initigtive
2. The globd context

THE EEHEALTH DEVELOPMENT FRAMEWORK IN SPAIN
1. Generd aspects

2. Mgor e-hedth user groups

3. Consumers (generd public)

4, Patients

5. Hedth professonds

6. Hedlthcare organisations

SITUATION ANALYSS

1. Driving forces
2. Bariers

3. Detailed discussion with breskdown by user category

Instituto de Salud Carlos Il Telemedicine and Information Society Research Division 3



The e-Health Development Framework in Spain

DEVISING AN E-HEALTH ACTION STRATEGY
1. Summary status report

2. Role of e-hedth examined

3. Progpects for progress. Context of devel opment

4. |dentification of core issues

PROPOSED LINES OF ACTION

1. Generd

2. Elements of action

3. Gengrd Messures

4. Research and Development Actions

5. Training and Teaching Actions

6. Technology Trangfer and Innovation Actions

REFERENCES

Instituto de Salud Carlos Il Telemedicine and Information Society Research Division 4



Manuel Carrasco Mallén
Carlos 1 Ingtitute of Health

The e-Health Development Framework in Spain

Participants

Sudy Director

José Luis Monteagudo
Carlos|I! Institute of Health

Co-ordinating Team

Diego Esteban Juan Reig Redondo  Ignacio Riesgo

Heidrick & Struggles Consultores Euroamericanos Asoc.  Arthur

Andersen
Pand of Experts
Barcdona, 19 September 2000
Antoni Esteve Manager, Laboratorios Dr. Esteve
John A. Kedler Director. Genera de Sanofi-Synthelabo
José Maria Taboada Manager, Sanofi-Synthelabo
Joan Morell Medical Manager, Sanofi-Synthelabo
José Terol Group Palex
Carlos Pascua Senior Vice President, Instrumentation Laboratory
Javier Uriarte Health Manager, Hewlett Packard
Ramdén Massaguer Secretary-General, Dept. of Health & Socia Security
(Departament Sanitat | Seguretat Social)
Josep Prat Director, Catalonian Health Service (Servel Catala de la Salut)
Joan Grau Genera Manager, Hospital Clinic
Carlos Nueno Founding Member, Centro Médico Virtual
Jorge Rivera General Manager, Winterthur Salud

Ramon Carranza

General Manager, L’ Alianca

Instituto de Salud Carlos Il Telemedicine and Information Society Research Division 5



Antonio Cárdenas



The e-Health Development Framework in Spain

Seville, 24 October 2000

Nicolas Pérez de la Blanca
Natalia Plomino

Carlos Cdaya

Jose Joaquim L upi
Bernard Clements

Javier Carnicero

Ignacio Ayerdi

Joaguim Camprubi
Carlos Hermoso de Mesa
Juan Pefa

Juan Manuel Rosauro
Jeslis Macias

Pedro Marquez

Pilar Santesmases

Javier Clavero

Francisco Moarillo

University of Granada

El Sendero Caymasa

Ericsson Applications Marketing Centre

Generad Administrator, My study.com

Head of Unit, IPTS. European Commission

Director-General, Primary Care. Navarre

Genera Manager, Philips Ibérica

Manager of Ingtitutional Relations, MSD

Medical Manager, Socecaser S.A. (Caser Group)

Managing Director, Sandetel

Manager, Supercable

General Manager, Sadiel SA.

Managing Director, Circulo Blanco

Head of Innovation and Technology Transfer, Carlos I11 Institute
of Health (ISCIII)

Confederation of Andalusian Industries (Conf. de Empresarios
de Andalucia)

Manager, SMS

Madrid, 26 October 2000

Javier Murillo

Julian Ruiz Ferranz
Alfredo Macho Fernandez
Joaguin Esperalba
Manud Martinez
Joaquin Garcia Gugjardo
Marcelo Sosa

Rafael Lamas Cedron
José Antonio Martin
Fernando Largo
Joagquim Esperalba

José Soto Bonel

Ignacio Para Rodriguez
Jo¢ Juan Mordtilla
Juan José Equiza

Pilar Santesmases

L uciano Saez

General Manager, Adeslas

Manager, Medical Division, Sanitas

Generd Manager, Gregorio Marafion Hospital
Manager, San Pablo Hospitd, Barcelona

General Manager, Laboratories Lancer, S.A.
Manager, Haya Negocios Tecnol gicos

e-health Consultant

Technical Manager, Airtel Mévil Foundation

Genera Manager, Salutia.com Spain

Generd Manager, Ibéricade Diagnostico y Cirugia
General Manager, Santa Creu | Sant Pau Hospital
Manager, San Carlos Clinical Hospital

Health Manager, Indra Ssi, SA.

Production Manger, SMS

General Manager, San Carlos Clinical Hospital
Head of Innovation and Technology Transfer, ISCII|
Head of Healthcare Informatics Co-ordination Unit, ISCII|

Instituto de Salud Carlos Il Telemedicine and Information Society Research Division 6







The e-Health Development Framework in Spain

INTRODUCTION

The phenomenon tha has come to be known as globdisdion (or mondidisdion in
French) seems to be dictating the firg seps in the dawning of this new century.
Albat nothing new higoricdly spesking, it is a phenomenon that has recently
displayed certain traits that render it somehow different, namely, a physcd space tha
expands in geographica terms and yet contracts time, an exponentid rise in the
capacity to exchange goods and services and, above dl, a greater interdependence
between individuds, organisations and technologies.

Intrindc to the exploson and dngulaity of this phenomenon is the impetus it has
recaived from new information technologies. Of late, new tools such as the Internet,
cdl phones and communication media networks have mede for interconnection on a
scde that has never before exised between individuds, and between these and Al
manner of bodies and inditutions. This, in turn, has led to ever eader access to
information and training and to afar swifter exchange of dataand idess.

The chdlenge, as much of our time as of times to come, is to ensure that these new
posshilities (which new technologies make avalable to us) are disssminaed and
digributed as widdy as possble, sarve to improve the qudity of life and wel-being
of the gened public and, lagly, hdp reduce imbdances and inequdities in society
while favouring the development and growth of the economy. In brief it is a matter
of advancing, not merely towards a better interconnected but rather towards a better
integrated world.

From a Europeen Union perspective, Member States have launched an initiative
dubbed «e-Europe»,with the ambitious am of placing Europe a the forefront of the
new economy. This paliticd impetus is embodied in the June 2000 Action Fan,
which identifies deven key lines of action, induding one specficdly targeting «e-
hedth».

Agang this backdrop, the Carlos Il Inditute of Hedth (Indituto de Sdud Carlos 1
— ISCIIl), the body tasked with furnishing scientific and technical support to Spain's
Nationd Hedth Sysem, has seen fit to issue this Status Report, intended to provide
an overview of the present stuation of «e-hedth» in Span and any possble actions
that would serve to boogt the development of same, both in a purdy domedtic and in a
European cross-border setting.

In the drawing-up of this dudy the contribution of a group of pregigious
professonds has been essentid, professonds who, in different inditutions and
centres across the country, experience this important scientific, hedth and socid
tranformation on a dayrto-day bass Thar opinions comments idess and
suggedtions, as collected from pands of experts have been fundamentd in drafting
this document; indeed, specid mention must be made of the job of co-ordingtion done

Instituto de Salud Carlos Il Telemedicine and Information Society Research Division 7



The e-Health Development Framework in Spain

by Dr. Jos¢ Luis Monteegudo, Head of the Teemedicine and Information Society
Research Divigon at the Carlos 111 Indtitute of Hedlth.

Network charecteristics, end-user demands and needs, new developments promoted
and demanded by hedthcare organisations, product and market ssgmentation,
devdopment of links between the public and private sectors, new applications in the
fidd of tde-hedth, and new expert sysems in mobile teephony, are just some of the
topics of debate covered below.

May this sudy therefore act as a darting point, S0 that by sint of ongoing andyss,
reflection and criticiam, we are then able to advance together and find proposas that
will guide and endble us to respond successully to the new and dimulaing
challenges posed by «e-hedth.

Antonio Campaos Muiioz
Director, Carlos 111 Indtitute of Hedlth
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EXECUTIVE SUMMARY

The trangtion towads the Informaion Society is a chdlenge now facing
deveoped countries The twin explodons seen in Internet use and mobile
communications are a sgn of the magnitude of the change tha is currently under

way.

The gradud integration into the indudridised world of wha has come to be
cdled the «new economy» is giving rise to profound changes in the processes of
organisttion and management, and is afecting dl production and services sectors,
induding Hedth.

In June 2000, the European Council of Fera gpproved an Action Plan for «e-
Europe», ultimatdy amed a ensuring that European citizens as a whole enjoyed
the benefits of the information Society, ta Europe took its place in the vanguard
of the new Economy, and that the posshilities of Internet were fully exploited.
Within the context of this initistive, 11 aess of action were identified and
grouped under 3 man objectives, with the fidd of «Health Online» beng
included under objective 3 and introduced as follows:

«The prime objective of this action is to develop an infrastructure of user-
friendly, validated and interoperable systems for health education, disease
prevention and medical care» in order that Member States can «move towards
the implementation of the infrastructure in a coherent way which enables them to
use technology to achieve their health objectives».

To thisend, four aress of activity were established, namdly:

e idetification and dissemination of bext practices and esablishment of
benchmarking criteria;

* devedopment of criteria to assess the qudity and authenticity of hedth-
rel ated information addressed to citizens relying on the Internet;

» sdting-up of hedth-data and —technology evauation networks, and,

» actionsin the areas of data protection and legd criteria

This document sets out to identify the drategic lines, framework for action and
status quo. Moreover, it seeks to pinpoint recommendations desgned to foster the
devdopment of e-hedth in this country and meat any potentid demand in a
European context arisng from an inditutiond commitment to lend impetus to the
Information Society in Hedth, in the shape of the «Srategic Initiative for the

Instituto de Salud Carlos Il Telemedicine and Information Society Research Division 9
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Devdopment of the Information Society» (Iniciativa estratégica para €
Desarrollo de Sociedad de la Informacion - Info XXI) and the Nationd Research,
Development and Innovation Plan (2000-2003).

To andyse the e-hedth phenomenon and attempt to reflect the Stuation in red
time, dl literature, documents and prospective sudies, dong with reports of the
type that continualy appear in newspapers or Specidised journads were subjected
to andyss.

Essntid input for the study was obtained from contributions made by members
of the Co-ordinating Team and the three Pands of Experts that met in Barcdona,
Seville and Madrid

in the lagt quarter of 2000.

When spesking of e-hedth, we are refaring to the use of digitd multimedia data
network technologies (Internet) for hedth purposes. Internet  affords  the
dtendive of a low-cog technology infresructure for a common world-wide
platform upon which a wide vaiety of agpplications can be run, in tandem with
transactions  connected with patient management and generd adminigration of
services.

e-hedth is characterised by a range of gpplicatiions that tend to be dasdfied in
five categories informaion  sarvices  e-commerce,  connectivity, online
goplications, and medica or tdemedicine gpplications.

Rdiance on basc e-mal and webbrowsng sarvices for accessng information
and bibliographic databases, represents the brunt of traditionad Internet use in the
hedthcare fiddd and the core around which the grestes volume of initiatives
geared to arline information services and portas have been developed

The current wave is protagonised, above dl, by the impetus receved from e
commerce and the development of corporate connectivity platforms (intra-nets,
extranets, Internet).

Migration to an-line gpplications gppears to be the naturd trend in the immediate
future for applications such as dectronic hedth record, with smart cards being
used as a security device and tool to integrate clinicad practice with management
across the system. Ladly, dthough medicd-service (tdemedicing)  support
goplications offer greastest added vaue in hedth terms they are neverthdess more
complex to implement, and as aresult may soread more dowly.

Instituto de Salud Carlos Il Telemedicine and Information Society Research Division 10
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Among the principd foressesble dements and factors, dress should be laid on the
characterisics of the hedth sector in generd, and on the mgor e-hedth user
groups in paticular, viz, consumers (generd public), patients professonds and
hedlthcare organisations.

On reviewing these groups account was taken of ther respective dimensons,
degree of Intenet peneraion, demands, applications, needs, and present and
future expectations.

The hedth sector has certain festures which differentiate it from other sectors and
must be borne in mind when drawing up drategies to promote and fodter the
introduction of these new technologies Hedth is one of the most information-
intendve sectors, O much S0 indeed, that it could be Sngled out as the prototype
of a «knowledge-based industry». Other factors to be borne in mind are that it is a
sector which: is subjected to a high degree of regulaion; has a management
dructure that is essentidly public in nature; is highly fragmented; is rendered
fairly cog-indadtic by indirect payment; and is heavily influenced by information.

Anaysis of bariers and driving forces shows tha a given dement may act as a
hindrance in one context and as an ad in another. Logicdly, views tend to
change according to the actor involved.

In the case of driving forces, one of the man reasons for agpplication of
information technologies by hedthcare organisations public and private, lies in
the ensuing improvement to management efficiency.

A further favourable factor is the development of e-commerce and the new
economy, its driving force being linked to the widespreed dissemination given
by technologica agents and to consumers growing experience in other sectors,
such asbanking.

One of the courses of action having grestest overdl driving force is a mgor
politicd initiative, national or regiond, of the type launched in the European
Union.

A szies of factors can be identified which act as brakes dowing the
development of e-hedth. Among these are matters such as acceptability to hedth
professonds and problems of infragtructures, traning in the use of new
technologies, interoperability of dinicd information sysems lack of protocols
in telematic procedures, the need to dter and remodd the adminigrative and

Instituto de Salud Carlos Il Telemedicine and Information Society Research Division 11
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organisational  dructures of exiding hedth inditutions to say nothing of the
legd aspects and the question of funding.

Internet  penetration in Spain lags behind that of other European countries
However, the speed of soread is such that expectations for the future are

promisng, paticulaly as regads mobile-phone and Internet use among the
younger generation. Even o, present access raies are far higher than the

European average.

There is widespread concern about guaranteeing webrcontent qudity in order to
protect public hedth and prevent undesirable practices.

Taken together, the above lag in generd Internet penetration and the low levd of
devdopment of Information and Communications Technologies in  Hedth
higoricdly, cdl for a reaction to this dtuation, to avoid an irreversble dday vis-
avis the future should the present pace (one set with sgns of visble urgency by
the EU Coundil on introducing the e-Europe initiative) fail to be maintained.

Fguring among the principa core issues identified as being linked to e-hedth
development in Spain, are the following:

a dignment with the drategic and deveopment plans of the different hedth
sysems

b) acceptability to professonds

) qudity of Internet content

d) data security and confidentiaity

€) legd and adminigrative framework

f) funding; sugtainable business modds

g) Internet access.

h) technological aspects

One inference to be drawn from the anayss contained in the report is tha a need
exigs for a framework of action in line with the political impetus coming from
domedtic initigtives such as Info XXI and the Nationd Research, Development
and Innovaion (RD&I) Plan, as wdl as e-Europe and initigtives launched as
part of the EU’s Information Society Technologies (IST) Research Programme.

Effective implementation of e-hedth in a setting as complex as that of hedthcare
requires vison, commitment, leedership a the highes levds and a solid wdl-
sructured agenda, underpinned by ateam of active and capable participants.

Instituto de Salud Carlos Il Telemedicine and Information Society Research Division 12
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There ae risks of our fdling behind technologicdly and using resources
inefficiently, developments which would decisvely determine the future of the
hedth sector in this country in the next decade if no move is made towards

adopting an e-hedth Srategy.

Effective implementation of the e-hedth drategy cdls for a mgor effort in terms
of infragtructures and datutory regulation. In this context, the role of the Hedth
Authorities  badcdly the Minisry of Hedth & Consumer Affars in
collaboration with the various Autonomous Regions and private sector, is
fundamental.

It would be ide to expect an ehedth draegy -which bascdly means
intercommunicability and interoperability of the sysemto be introduced in the
hedth sector without leedership coming from the hedth authorities a the very
highet leved and without it being approached from the perspective of dHae
policy, amed at dispelling uncertainties and digning efforts.

It would be equdly idle to expect that a draegy of this scope could be

implemented by a set of isolated and fragmented service providers, without there
being a dynamic framework from within the hedth sysem itsdf to give impetus

to the process.

The rdevance of this issue leads one to think of the suitability of aigning effats

and 0 hringing together the various players involved in something that could
termed a «Sector Agreement » or «common interest platforms.

The action-policy modd implies making full use of the avalable R&D reaults
yidded by the Naiond Han, the European Programmes and other sources
Crucd to dl this is the function of «Hedth-rdated Informaion Society
Research» which enables strategic decisonmaking dements to be obtained.

The process takes place within a conceptud impetus and a financid framework

gopropriate to the effort required, taking due account of the fundamentd role of
the various players, i.e., consumers, professonds and managers.

Under the proposed mode, the actions suggested are concentrated around the
following pivotal aress.

Instituto de Salud Carlos Il Telemedicine and Information Society Research Division 13
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generd measures

research and development activities

training activities

support activities for innovation and interface between the public and private
sectors.

The lines of action envisaged incorporate the demands and needs detected in the
dudy in regpect of usas professonds technology companies, ehedth
operators and enterprises, and hedlthcare providers.

The incorporation of the Internet into the hedth world (ehedth) is seen as a
force for change that will enhance the public’'s qudity of life, something thet is
going to favour the devdopment of tools targeted a medting this demand in
aess uch as research, management, planning, information, prevention and
promation, or in diagnods and trestment. The chdlenge resdes in technology's
being able to furnish the bass upon which genuindy useful gpplications can be
implemented. In this respect, it is of the utmost importance tha hedth-system
related research and technology transfer activities take place in an environment
in which there is collaboration between dl the various agentsinvolved

Instituto de Salud Carlos Il Telemedicine and Information Society Research Division 14
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INTRODUCTION

1. Generd

New technologies are peretrating modernday society, changing the way in which
people communicate, disseminate and access information, do busness, study, work
or even seek entetanment. Furthermore, the speed of technological change is
dready surpassing forecasts of just a few years ago. The explodon in the Internet
and in mobile communications is a dgn of the magnitude of the evolution thet is
under way due, not only to the vay naure of the new gpplications which ae
emerging, but bascadly aso to the extenson of the scope of this change to dl fidds
of activity, and, above dl, to the fact that it isinvolving dtizens the world over.

As is happening in other fidds, the Internet is becoming ever more present in the
field of hedth. This should come as no surprise, seeing as hedth is one of the most
information+-intensve sectors, so much o0 in fact that it could be sngled out as a
prototype  of «knowledge-based  industry». Clinicd  practice turns on  data,
information and knowledge. For indance, it is edimated tha a generd practitioner
devotes close on hdf his time to information-handling tasks and has to read 19
stientific papers, 365 days a year just to keep his knowledge up to date [1]. Indeed,
the Internet is becoming the greates source of hedth information for professonds
and patients dike. Moreover, a whole host of medicd and hedthcare agpplications
initigtives are gppearing, which, apat from providing information sarvices dlow for
the posshility of consulting medicd practitioners, a second opinion,  patient-support
groups, tdemedicine sarvices and a wide range of posshilities that are beginning to
be a practicd redity. All the evidence supports the view tha in the immediate future
the devdopment of infragtructures for corporate digitd communications networks
and genedised Internet access will facilitete the flow of information among dl the
vaious actors and, in tun, use of dectronic dinical higories in a secure
environment will enhance the qudity of savice and ensure the public of more
efficient and more convenient management. The thrust of initiatives, such as e
Europe, reflects the politicd resolve of the European Union and its Member States,
induding Spain, to see tha these posshilities become a redity in a mater of a few
years.

2. Objective and scope

This document reviews the Studtion and the factors influencing the development of
Hedth On-line (ehedth) in Spain, with the am of identifying drategic dements and
action guiddines in ressarch, devdopment and innovation within the framework of
the European initiative (e-Europe), while teking into account the overdl evolution of
the Information Society and the expectations of the nationa agents involved.

Instituto de Salud Carlos Il Telemedicine and Information Society Research Division
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3. Underlying reasons

The driving forces behind Internet use in Hedth ae very powerful and come from
outsde the sector itsdf. The changes being wrought by information and
telecommunications technologies are different in nature, more profound and wider in
scope than those due to any other technology in medicd practice to date. Added to
this factor for change are a combination of other economic and socid policy factors
that are acting on hedth to bring aout new management and organisation modes in
which the Internet conditutes an essentid technologicd dement for the support of
such new gructures.

The politicadl impetus emanating from the e-Europe initigtive [2] includes a vison of
action in the hedth area, dong the lines of what has come to be cdled «Hedth On-
line». The proposed actions make up a policy timetable scheduled for imminent
implementation by Member States, with results being sought in the immediate short
term. In the years to come, a large proportion of research and development priorities
will be determined by e-Europe objectives. Hence, the importance and the urgency
of identifying drategies and practicd lines of action from the sandpoint of Span's
netiond redlity.

In this context, the «Strategic Initigive for the Deveopment of the Information
Society» (Inicidtiva edratégica paa € Desarollo de Sociedad de la Informecion -
Info XXI), goproved by the Government in December 1999, assumes rdevance, as
do attions linked to hedth technology and tdemedicine incduded in the Nationd
Research, Development and Innovation Programme (2000-2003) run by the Carlos
[l Indtitute of Hedlth.

These are fast-changing times, with a multitude of initiatives taking place under the
banner of e-hedth, both a an internationd and a a natiiond levd. Indeed, the tal-
end of the year 2000 witnessed important changes in corporate technology markets
in generd, and in the so-cdled hedth-rdaed sector in particular.

Faced with a dtuation of this nature, it would ssem pertinent to pose questions such
as. wha is the foreseegble impact of the Interet in a hedth sdtting? what
goplictions ae emerging and which of thess if any, will become consolidated?,
what factors make for change and what are the issues that will arise and determine
the trend and pace of such change?, what lines of drategic adion are taking shape?,
how are efforts to be digned in a nationd and European context?, what role should
R&D play?, and what type of traning, awarenessrasng and dissmindion
measures are called for?

Instituto de Salud Carlos Il Telemedicine and Information Society Research Division 17
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4. Input and drafting

The preparaion and drawing-up of this report has been the result of a genuindy
collaborative effort, with the invauable contribution of a lage naiond group of
expats who gave ther opinions and the benefit of knowledge culled from the
different agents and sectors involved hedth professonds, hospitd managers, senior
executives in chage of hedth savices hedth insurance companies, the
phameceuticadl  sector, the tdecommunications sector, dectromedicine  firms
emerging companies in the new economy, the ressarch and universty world and
Internet hedth specidigs. A dmple glance a the lig of paticipants will suffice to
indicate the sheer breadth and the cdibre of this contribution of drategic experience
and vison gained in the fied.

These experts were able to make ther contribution by gtting on three pands that
met in Barcdona, Seville and Madrid from September to October 2000. The task of
organisng these pands was underteken by members of the Co-ordingtion Group,
which acted as the focd point for discusson, duly generating the conceptud bases
and identifying drategic dements.  This contribution was essentid to  the
performance of the study.

Numerous documentary sources were consulted for the purpose of drawing up this
report. In view of the dynamic of the Internet phenomenon in redion to hedth, data
obtaned from <scientific pepers, officid reports and reference books  were
supplemented with information thet continued to appear in specidisad periodicas or
jounds, in the conviction that, even while the report was in the process of being
drafted, new e-hedth initigives informeation or daa proceeding from the scientific
or corporate world, hedthcare providers or the different public authorities would be
coming onto the market. The Net itself served as a basc source of information and
was used intengvey.

The report naturdly incorporates many dements aisng from discussons and
exchanges of opinions hed with other colleagues during recent years in committees
and working groups connected with the Europeen Union's Framework R&D
Programme and the National RD& | Plan.

5. Layout

The reflection and debates that have sarved as the basis for this document, have
addressed three main agpects firdly, andyss of the dtudion, the different driving
forces and exiging bariers, secondly, the various agpects, dements and needs to be
dedt with when it comes to devdoping an e-hedth drategy; and, lagtly, definition of
the lines of action and recommendations within the framework of R&D, innovaion
and technology trandfer.
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The Introduction sets out the objectives and scope of the report dong with the
reasons which led to its publication and a brief outline of the contents.

This is followed by a dexription of ehedth and its fidd of gpplicaion,
commencing with a saies of daifications as regads teminology and an
explanation of the scope of e-hedth-specific gpplications.

The next pat concentrates on the European context and on «Hedth Onine» actions
envisaged under the e-Europe initiative, and indeed brings to an end the fird mgor
section devoted to introducing the frame of reference.

The following head s#ts out to review the «e-hedth development scenario in Spainy,
and amounts to an overview of the hedth sector and the characteristics of the mgor
e-hedth user groups induding consumes (the gened  public), pdients
professonds and inditutions.

The reaults of the dtuation andyds are then presented, liding the factors which
promote or hinder the deveopment of e-hedth in Spain, and which were identified
in the dudy essentidly on the bads of the contributions from the pands of experts.
Complementing thisis a discusson with a breskdown by user category.

Following the gtudtion andyss the issue of devisng an e-hedth action drategy is

then tackled. To this end, a atus report is presented, dong with a view of the role of

e-hedth in the prevaling hedth scene, together with prospects for progress and the rojiouing the
context for development. The last pat of this section identifies key core issues and situation

K . . alysis, thei
describes these in some detall. 3? défi‘;ng?nme

e-Health action
The find section, which concludes the entire report, seeks to draw up a framework oairdyisthen
for action from the pergpective of usng ay R&D, Traning, or Innovaion and
Technology Trander indruments that are in line with eEuropes «Hedth On-line»
and nationd actions such as Info X XI and the Nationd RD& | Plan.
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E-HEALTH AND ITSHELD OF APPLICATION

1. Generd

The very naure of the Internet, its sheer coverage and user connectivity, makes it an
idedl medium for fadlitating communication among a multitude of agents as is the
case of practicad hedthcare, where a variety of paticipants (medica practitioners,
nurses, patients, adminigrative daff, laboratories, pharmeacies) have to exchange
informetion in a rdidble and timdy manner for hedthcare ddivery purposes. The
Internet provides an economicd and sImple way of linking up dl the participant
bodies, individuds and equipment, and endbling them to shae informaion
regardless of place or time.

The percaived impact of the Internet and digitd communication technologies goes far
beyond the introduction of on-line hedth portds tageted a end-users or
professonds. When tadking of Hedth Online (e-hedth), one is redly taking of
reinventing theinformation infrastructure for health purposes.

The Internet offers the dterndtive of a low-cost technologicd infrastructure for a
common platform, which is globd in scope and upon which a wide range of functions
can be run dongdde transactions relating to paient management and generd
adminigration of services.

2. Defining e-health

Ove recent years a series of terms have been introduced, which ae often
interchangesble or overlgoping. Among these are some more traditiona ones, such as
health telematics and telemedicine, to which have now been added others such as e
hedth, (directly trandated into Spanish as “e-Salud”) Health On-ling Electronic
Health and Health on the Net. The following terms will be used in this regort:

ehedlth (sHealth On-ine=Health on the Net=Electronic Heslth): healthcare o raemicts o

infrestructures and  gpplications udng  digita-nework  multimedia  data the Net

=Electronic

communicaions technologies, fundamentdly the Internet. In a smplified form, these Heaith):
teems will be usad to refer to «Internet in Health». There is a trend a present, Healthcare

infrastructures anc

paticulaly in the European Union, to use this teem in a broad sense to include al appiications using
«hedth telematics gpplications. digital-network

multimedia data
communications

Application of Information and Communications Technologies to Health: a wider and [*hnologies,
y

generd term that includes dl aspects of use of eectronic, computer software and o hiernet
communications systems across the entire spectrum of gpplications.
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Health telematics. goplication of tdematics technologies in the hedth sphere This is
accepted as a broad teem which, asde from induding adminigrative, information and
dinica-practice support gpplications, must be taken to embrace tdlemedicine as a
ubset of hedth tdemdics gpplications. It is a tem which owes its oread to
European R& D Programmes.

Health Talematics 1elemedicine: in a drict sense this is undersood as «provison of distance medicd
application of  garvices udng dectronic communications». There are tdemedicine gpplications in e
s hedth (eg., use of the Internet for teleconsuiting between professionals). At present,

inthehealth sphere  however, mogt of the exiging tdemedicine agpplications do not use the Internet. In

Soan, the term has usudly been given the more traditiond narrower meening. More
recently however, and due in paticular to the expressve synthess it manages to
encapaulae, the term has been given a far wider meaning, dmost synonymous with
hedth telemétics.

The ehedth conception in reldion to Hedth Telematics and Telemedicine is The concept of

schemdticdly shown in Fig. 1. Also depicted is e-hedth's sphere of adtion vis-avis &Healthinreiato
the fidds of Public Hedth, Hedthcare, and Research in Biomedicine and Hedlth. Heaith Telematics
Note too that superimposed on the diagran are references to education and 297 eerlne;?.ﬂﬁ'yne

prevention, both of which ae like hedthcare, desgnated e-Europe «Hedth Ontline» shown in Fig. 1
objectives.

Figure 1. Schematic depiction of the position of eHedth relative to tha of Heslth Telematics and Telemedicine,
as well a=its sphere of application in Heslthcare, Public Health and Research
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3. From infrastructuresto applications

When spesking of the Internet, it is advissble to draw a didinction between

technologicd  infrestructure  (Internet), which provides the requisite connectivity for 1. i rus of our
digtd daa communicaion, gereric telematics services (e-mal, www, ftp, tdnet, gHealtg acril_alysis
chats, etc), and hedth-specific applications (eg., dectronic hedth record) needed to ;mgi;y; e

support medicad  services (tdleconsulting, second opinion or teetraining). The thrugt health-specific
of our e-hedth andyss is sguardly directed a this last layer, comprisng hedth- applications

Specific goplications.
4. Scope of e-health applications

The scope of e-hedth gpplications indudes different lines of development, which can
be classfied as

a) Information services

b) E-commerce

¢) Electronic connectivity and messaging
d) Ort+line computer-software gpplications
€) Medicd services (telemedicine)

a) On-line information systems (inditutiona web pages, portds) conditute the most _
visble group of Internet-bassd WWW applicaions and corporate applications from [o7e ¢ 9rowing
the new “dotcom” enterprises tha have sporung up in recent months There are Internet-based
growing numbers of Internet-based medical applications, as can be seen, inter alia, Qysications,
from the proliferation of web pages offeing information and online medica ascan be seen
sarvices with a supply side in excess of 15000 web Stes and a very consderable gr%ﬂftg&ion
demand, edimaied a aound 40% of dl Internet usars. To dae, most Internet of web Paginas
initiatives have answered to the description of services tailored to the paient or hedth 9'<ind.
professond seen asindividud consumers. and _

i a supply Sde
b) The devdopment of e-commerce and what, by extenson, has come to be cdled e in excessof

business, together conditute a fadt expanding segment, whose growing assodiation 000 V09
with the hedth sector can be seen in the foom of mgor initiatives, with a proliferation
of platformsfor the purchase of goods and services.

All the evidence indicates that the Internet will inevitably have a rdevant impact on
hospitd  procurement and logidics sysems. The Internet affords the means of
diminging ineffidendes, in tha it dlows for an ovedl solution to be provided for
the whole cyde, ranging from the origind request for information through to
purchase and ddivery of the find product. Online markets for hedthcare centres and
provider's ae beginning to musroom dl over Europe induding Span.
Comprehengve procurement sysems of this type set out to expedite contracting
processes and cut cods. The added vaue to be had from such virtud markets lies in
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automation of processes, integration of information systems integration of payments
and reduction in digpatch errors.

In terms of turnover, everything seems to point to a predominance of B2B over B2C.
B2C attivities ae mainly linked to horizontd portads. The typicd aticdes now beng
bought are books a variety of medicd, diglay and nutritiond products, cosmetics
paamedicine and insurance. However, the devdopment of generd e-commerce
goplications has very important implications for hedth, in the form of dements such
& payment olution sysems and security messures, incdluding dectronic  Sgnature
and deployment of public key infrastructures (PKI).

c) The Internet offers an economicd, reiable, standardised platform a a globd leve
to be used as an infragtructure for the digitd connectivity of information systems. It is
this factor that is lending impetus to the generdised adoption of the Internet and
Internet technology to st up intraa and extranes in dl organisations induding
hedth inditutions. The connectivity infrastructure serves to provide generd access to
common services, such as emal and web-browsng fadlities as wdl as other
tedlematics sarvices for dectronic data interchange (EDI) between EDI applications.
The hedth system requires a condderable exchange of messages, and replacing the
paper-based sysem afords wide scope for improvement. Consequently, the use of
eectronic systems for direct communicatiion between computers (EDI) has been the
target for a conceted dandardisation effort in the medicd area in recent years
(EDIFACT, HL7). The trend in present development is towards migration to Internet
compdtibility usng XML.

Aspects such as «dectronic prescription» are the types of eectronic-messaging-based
goplications that are replacing paper-based systems.

d) Internet-based applications conditute a line of naurd migration for current
departmenta-type gpplications, used in hospitd  information sysem (HIS) and hedth
aea information sysems. Expets point to WebID as the application tha will
dominate the maket («killer agppliction»), i.e, online medica-record access
systems using a standardised web-browser interface.

€) Healthcare applications incude tdemedicine sarvices for remote consultation with
goecidids home-based tde-assgance for the ddely and chronicdly sck, second
opinion, and chronic patient management («disease management») sarvices. Medicd
Internet  gpplications of choice will be those that contribute greatest vadue to the
hedth sysem, by ensuring enhanced access and continuity of care. Even so, such
goplications will have the dowest rate of penetration.

Tdemedicine gpplications cover a broad spectrum of work modes and in generd

encompass the above-mentioned types of applicaions, namdy, information sarvices,
multimedia messaging, e-commerce, and on-line gpplications.
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EUROPEAN FRAMEWORK AND GLOBAL CONTEXT

1. e-health within the e-Eur ope initiative

In December 1999, the European Union introduced the e-Europe politica strategy
[3], which seeks to bring the benefits of the Information Society to dl European
ctizens The Lisoon European Council of 23-24 Mach 2000 set the ambitious god
of placing Europe among the forerunners of the new economy and, in paticular, of
exploiting the posshilities of the Internet. In the EC Action Plan of 19-20 June 2000
[2] deven aess of priority action were identified and grouped under three man
objectives, as shown on Chat 1 overledf. Induded under objective 3, “Simulate the
use of Internet”, isthe line of action entitled «Hedlth on-line».

According to this document, «Every Member State must be prepared to establish new
priorities and ensure that barriers to achieving the objectives are removed. Each will
have to alert its citizens to the emerging possibilities of digital technologies».

An important aspect is the time scde, which demands rapid actions the year 2002
being designated as the deadline.

In dl Member States, hedth sarvices tend to be large, expendve and complex sectors
to adminigrate. The prime objective of this action is to devdop an infrastructure of

user-friendly, vdidated and interoperable sysems for hedlth education, disease

Chart 1. Linesof action for e-Europe

1. A cheaper, faster, secureInternet

a) Chegper and faster Internet access

b) Faster Internet for researchers and students
) Secure networks and smart cards

2. Investing in people and skills

a) European youth into the digitd age

b) Working in the knowledge-basad economy

¢) Paticipation for dl in the knowledge-based economy

3. Stimulate the use of Internet
a) Accderating e-Commerce

b) Government online : eectronic access to public services
¢) Hedlth online
d) Digitd content for globa networks

€) Intdligent transport systems

Instituto de Salud Carlos Il Telemedicine and Information Society Research Division 24



The e-Health Development Framework in Spain

prevention and medicd cae Many of the tools for the building of such an
infrastructure exist, yet efforts are needed a a Member State level to move towards
the implementation of the infradtructure in a coherent way that enables such States to
use technology to achieve their respective hedth objectives.

Under Artice 152 of the Treaty of Amsterdam, protection of public hedth as wel as
prevention and promotion of hedth come within the EU’'s scope of competence. In
contragt, the tasks of management and operation of hedth sarvices fdl to the
individud Member States

Usng the resources of the 5th Framework Research Programme, the European
Commisson is to launch an action within the context of the IST programme,
desgned to identify and dissaminge best practices in e-hedth and deveop
benchmarking criteria Furthermore, in collaboration with key experts a st of qudity
criteria for web Stes are to be established and a communiqué on «Legd Aspects of e
hedlth in 2001» published.

The following chat sats out the proposed actions, dong with the actors tasked with
same and the designated deadlines.

Action Actor () Deadline

Ensure that primary and secondary Member States end 2002
hedlthcare providers have hedth
telematics infragtructure in place
induding regiond networks
Best Practicesin dectronic hedlth Member States, European end 2001
sarvicesin Europe identified and Commisson, Private Sector
disseminated benchmarking criteria set
Edablish aset of qudity criteriafor European Commission, end 2001
hedlth related web Stes Member States, Private

Sector
Egtablish hedlth technology and data European Commission, end 2002
assessment networks Member States, Private

Sector

2. The global context

When deding with quedtions rdding to the Irernet as gpplied to hedth and, more
paticulaly, with quesions rdating to technology and busness in the new economy,
atention must be paid to events in the United States. The USA’s technologicd edge
visa-vis Europe is notable, egpecidly insofar as it is of practicd application in
American hedthcare inditutions. Obvioudy, the respective hedthcare modds are
vay different in terms of organisation and funding, o that in many ingances neither
the objectives nor the undelying ressons for given technologicd solutions ae
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compareble.  Neverthdess, gpplications deveoped in the United States enjoy
widesoread commercid penetration thanks to their heed dat and the dze of the
market. Moreover, they represent an excellent source of experience, ersbling us to
observe afuture that has aready taken place e sewhere.

Independently of the private initistives that domindte the sector, it is extremely goernment.
interesting to teke a look a& US government-sponsored measures targeted at sponsored
rationdising data management and  security  (Heelth Insurence  Portability & oo
Accountebility Act - HIPAA), which have led to the adoption of dectronic messaging rationalising
sandards and the important, recently enacted law to protect the confidentidity of 92t Management

and security

medicd data. (HIPAA)

Equdly indructive ae government policdes developed in Canada, which, with its
federd dructure and wide degree of autonomy enjoyed by its provinces, has for years
mantaned a ndiond draegy of booding information technology and advanced
telecommunications infrastructures in the service of its publicly run Hedth Sysem, in
cder <synergy with the devdopment of the country’'s home-grown
telecommunications indusry. A smilar Studion is to be seen in Audrdia where
nationd e-hedth programmes are smilarly being promoted
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THE EEHEALTH DEVELOPMENT SCENARIO IN SPAIN

1. General aspects

Span's Nationd Hedth Sysem is bassd on prindples of universal  avalability,
equity, olidarity and public funding. Its am is to provide comprehensve care
induding hedth promotion and preventive care. The concept of hedth services dso
includes the right to information, the right to privacy and aguarantee of qudity.

As in other countries, hedthcare organisations find themsdves involved in a very
profound far-reeching change, a change which has been looming for a long time and
which is visble in the reforms, or atempts a reforms that have been taking place in
recent decades, in an effort to megt a growing demand for medicd care, both in
quantity and qudity, whilst endeavouring to contain spirdling cods

onehastobear VWhen congdering the development of ehedth, one has to bear in mind that there is a
inmindthatin  long hidory of Information and Communications Technologies (ICT) use in the
GhedevlopMe  hedth sector.  Tradiiondly, technology hes acted as a support for  hedth
isla]lcong history%f professonds, in the form of indruments and a whole range of diagnosic and
caormaion ¢ therapeutic devices More recently, information technologies, and computer software
Tmhngf?ﬁf'??@ in paticular, have extended the scope of  ther activities to hedthcae enterprise
ey Mmanegement, plaming and  administration.  Now, new digitd  communicaions
technologies, of which the Internet is the mogs visble paradigm, are opening up ther

cagpabilitiesto dl the actors, including patients and the generd public.

The health sector has features that set it apart from other sectors, and when the The health sector

situation is andysed in connection with the introduction of new technologies such as f25

the Internet, one can nether goply the same criteria as, nor extrapolate experiences apart from other
from other economic or industrial sectors Specid caution must be shown in the case =7

of recommendetions drawn from andyses or dudies peformed in respect of other

countries having hedthcare sructures and funding modes different to ours. Account

must dso be taken of culturd dements linked to end-user and professond behaviour

patterns and relationships.

2. Mgjor e-health user groups

Depending upon the desgnated target user (client) segment, e-hedth applications are The following mai
differentiated, both per se and in the way in which they are implemented, their e-Health-user
operational modes and rate of development. categories

are discernible:

oon_sumers;
The folowing man ehedth-user caegories are discernible:  consumers, patients; P foionalsand
professonals and hedlthcare organisations. healthcare

organisations
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3. Consumers (general public)

In principle, consumers -the potentid clientele for hedthcare services are made up of
Span's officdd census totd of 40 million inhebitants. Yet, though dl ae entitled to
recave hedthcare from the public sysem, 55 million (14.2%) dso rdy on private
hedthcare sarvices. One of the characteridics of this population is the demographic
trend towards ageng. Another trend is growing mobility, due to tourism, work, and
internd and externad migration.

When congdering potentid e-hedth consumers, a factor to be borne in mind is ther
levd of access to information technologies and, in paticular, to the Interne.
According to the mogt recent data, there were 6 million Spaniards linked up to the
Internet in November 2000, and, what is more important, this was practicdly double
the number in the previous year. Neverthdess, Internet penetration continues to lag
behind the European average and is, a the same time, characterised by a high cogt of
access [3].

Internet x 100 habitantes -1999

Fin A Ge It S Sa NL UK Jag Can US

A
Source: Computer Industry Almanach

The data reflect that the Irternet is a recent phenomenon in Spain, 46.2% of usars
having had an Internet link for less than a year, and that, in addition, it is a youth
based market, with 63% of dl internauts being under the age of 35. The proportion of
women accessing the Internet, 35.4%, stands below that of other countries, such as
the United States with afigure of 47.6%.

Furthermore, atention should be drawvn to the condderable peneraion of mobile
telephony, it being edimated that by the end of 2000, there were some 24-25 million
subscribers in Spain. Equdly noteworthy is the mass spread of these devices among
the country’ s youth, aswell as this ssgment’ s use of the short message system (SMS).
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In the specific fidd of e-hedth, internationd Sudies coindde in undelining the fact Thereare estimate
that over 40% of dl internet searches concern hedth topics. There are estimates [4] to 1 1’&232;?‘2855
indicate that in the year 2005, around 90 million people will be seeking hedth-related around 90 million
content via the Web and that the number of hedth e-ccommerce users will have risen gfﬁfg"‘ggaﬁf]
from the presant figure of 11 million to 55 million. According to this dudy, over 30% related

of internauts who browse the Net would be willing to pay a fee in order to be able to &=
manage ther medica sarvices over the Internet. The report dso states that they are

chiefly seeking direct access to practitioners, accessibility and accuracy in portd

content as well as in-depth coverage and credihility.

According to other studies [5], persons aged around 50 years are more prone to use

Internet hedth services and, furthermore, the hedth sector is one of three areas in

which women outdrip men in Internet use looking, aove dl, for hedthcare healthcare topics ¢
information on behdf of their children and parents most concern to

users
are general state of

A Spanish survey by Egdeniacom of over 500 persms on ther Interngt hedth habits heaith,
shows thet hedlthcare topics of most concen to users are generd state of helth followed by cance
(14.4%), followed by cancer (13.5%) and nutrition (9.5%).

4. Patients

Within the generd public as a whole, individuas affected by hedth problems assume
specid importance as potentiad users of e-hedth gpplications. An indicator of the
sope of posshilities lies in the fact that Spanish hedth sysems regigered 220
million medicd vidts during the course of the year 2000. Paients are extremdy
sendtive to the persond rdaionship with «their» doctor and «their» hospitd. The
essentid  reationship is one of trust, and the grestest single guarantee to the user
resides in the prestige of the professonas and the hedth inditutions.

Target groupsfor - Among patients there are loose groupings that can be regarded as target groups for e

aopiontione. hedlth  applications, eg., the ederly, chronicdly infirm and groups of patients
A a(etneelllcierlxg organised into asocidions. The last-mentioned, in paticular, have been empowered
chronically 1l an

patients by the Internet, in tha it has endbled such patients or their caregivers to sat up ther
associations  own ontline sAf-help groups

5. Professionals

«Hedth professonds» ae a vey important category of potentid ehedth users,
owing to the pivotd role they play in the provison of medicd care and to the fact that
they conditute the knowledge base that underpins and powers hedthcare
organistions. In Spain, this body is represented by aound 159,000 medicd
practitioners, 168,000 nurses, and 40,000 pharmacigs.
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«Health professionals»
are a very important
category of potential

In addition, there are over 350,000 professonds of other types working directly in
the sector.

e-Health users,
owing to the pivotal
role they play in
the provision of
medical care and
to the fact that
they constitute

the knowledge base
that underpins

and powers

healthcare organisations

There are growing

numbers of I nternet
Service Providers
supplying services

Medicd prectitioners mainly use the Web for matters relating to their professon.
Applications mogt used ae emal, bibliographic informaion, and searches on
dinicd topics, with ontline access to Medline teking pride of place Equdly highly
regarded is the ability to access the complete text of scientific papers in eectronicaly
published journds, owing to the advance this represents on the avalability of printed
numbers and to the relative ease of access vis-a-vis the traditiond system with its
need for physicd presence a a library. For many professonds, Internet access to
databases has extended the posshility of working in compliance with evidence-based
medicine guiddines.

The mog intensve use of the Internet is made by d&f involved in research or

connected with a universty environment, where the provison of access via the
Spanish research network (Red Iris) has proved to be a key eement.

There are growing numbers of 1SPs supplying services and portads geared to hedth
professonds. Among the promoters of such portds are professond associations,
societies and  boards, non-profit  inditutions, the pharmeceuticd  indudry, hedth-
Ingances of web resources for

product manufacturers and onHine enterprises.
professonds ae medicd educaion and continuous medicd educaion; dectronic
vasons of medicd journds medicd dlases informaion on dinicd trids
pharmaceutica information; dinicd practice handbooks, and ortline forums

and portals geared
to health
professionals

There are no accurate data on Internet use by hedthcare professonds in Spain. It

would seem logicd to assume that mogt of these would access the Internet from their

work centres, since thet is where most of their time is spent. However, things would peak times of oy
not gopear to be quite that ample In Cadonian hospitas, for example, there is an medical
average of one Internet access for every 8 workers. This Stuation is aso reflected in ggcffrig%nfzs
the results of a survey conducted by Diariomedico.cont 55.70% of the 456 subjectS midnight to 2 am.
surveyed fdt that accessng the Internet from work was complicated versus 31.57% :;?J'gfttgr‘]?a”
who fdt that access from hospitds was smple. A further reveding fact is that peak degree of home
times of maximum use by medica practitioners are from 12 midnight to 2 am., and Pasduse

agan a 4 am., indicating an important degree of home-based use.

This sate of affairs gppearsto be the norm in other countries as well. According to
the latest survey on Internet use undertaken by Health On the Net and covering a
population of over 3,200, medicd practitioners were observed to be rductant to use
Internet in the workplace. A totd of 74% of American professonas and 55% of their
European colleagues admiit that in ther view the Internet is awaste of time and that
they prefer to link up from home.

according to
prospective studie
such as
HealthCast2010,
over 30% of
medical
practitioners
time would be
devoted

to using
Web-based tools

Neverthdess, in some progpective sudies, such as HedthCast2010 [2], it is edtimated
tha over 20% of dl medicd vidts could be diminaed by usng the Interngt to
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fadlitate communication between patient and doctor. According to this same
prospective sudy, over 30% of medicd practitioners time would be devoted to using
Web-based todls.

An important agent insofar as professonds ae concerned is the pharmaceuticd
indugtry. Laboratories are estimated to invest 20% of ther sdes in marketing to
mantan ther network of sdes personnd who vidt phydcians in ther surgeries
Direct communication between laboratories and medica practitioners via the Internet
IS envissged as a new avenue of advertisng. Indeed, this is beng explored with
vaious initigtives, usng web dtes and portds amed a caiching the practitioner’'s
atention and supplying him  with interesting maerid, such as online medicd
reference publications, information on drug approvas, and other topics of interet.

According to a sudy published by Inforpress and the Nationd Association of Hedth
Journdists (Asociacion Nacional de Informadores Sanitarios), caried out from
January to March 2000 and targeting 38 Spanish laboratories with a turnover of over
500 million pesatas, 32% of the companies used the Internet to publicise their new
products, even though none of them had been using this medium of communicaion
as an advertiang vehicle as recently as 1998. However, despite the swift introduction
of the Internet into Spanish laboratories, the gpecidis and generd press and
periodicas continue to be the media of preference for over 80% of the companies
urveyed.

A reated quedion is that of edectronic prescriptions, something that is as yet
unregulated and would dlow for prescriptions to be channdled directly to the
pharmecis. Work is dready under way on severd pilot projects. It is a method that
would serve to diminate dispensing erors (Snce there would be no problems of
illegibility), expedite care and improve hilling vis-a-vis the Socid Security.

6. Healthcar e or ganisations

The Hedth Sygem is lage complex and acts as umbrdla for a range of very
different organisations. Insofar as e-hedth is concerned, a very important role is
played by mgor inditutiond bodies, such as the Minisry of Hedth & Consumer
Affars and the Regiond Public Hedlth Authorities.

From the dandpoint of implementation of e-hedth gpplications, the centrd core of
«mgor user enterprises» is made up of leading public hedth service operators, such
as the Nationd Hedth Inditute (Instituto Nacional de Salud-INSALUD), Basgue
Country Hedth Sarvice (Servicio Vasco de Salud-SVS), Catdonian Hedth Inditute
(Ingtituto Catalan de la Salud-ICS), Anddusian Hedth Service Gervicio Andaluz de
Salud-SAS), and Gdidan Hedth Sarvice (Servicio Galego de Salud-SERGAS) eic,
with their combined infrastructure of 550 hospitals and 164,000 beds.
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In addition, there are other public organisions, such as defence fadlities, municipa
savices, etc., dong with non-profit inditutions, such asthe Red Cross.

One ds has to condder organisations in the privaie sector, in which over 40 hedth
Insurance companies are active.

One of the man reasons for gpplication of information technologies by hedthcare o.q of the main
organisations, public and private, lies in the ensuing improvement to management reasonsfor
efficiency. Provison of hedthcare entals the participation of a multiplicity of agents 2Pplication of
that _need to communicate, i.e, to share and e<cha_nge_i_nformation._ To dae, thee Leg;]?ﬁlogiaby
functions have generdly been performed somewhat inefficiently, relying upon paper- o niCions ties
based transactions, with traditiond mall systems, and the patients themsdves acting in theensuing
as the means of conveyance of their dinical data Although no economic data on e @
current inefficiency levels are avalable, it is in no way rash to assume that it would efficiency

be a leest of the same order as that found in most developed countries, such as the

United States where expenses generated by ineffidency and redundant or
unnecessary action are estimated to account for 25%-30% of management codts [5)].

This is exeting pressure for the adoption of inte- and intra-inditutional eectronic
communication infrasructures with a cgpability to support gpplications in lieu of the

«paper» sysem.

The Internet offers appropriate functiondities for ensuring continuity of care, Since it Theinternet offers

dlows for a shared eectronic hedth record, communicable throughout the heath foheP 3
sysem. Furthermore, it is aso a medium that can help enhance equity of access, by sinceit allows for
spamning distances, be these of a geographica, tempord or other nature, through the fenonreerde
implementation of telemedicine savices such as tderadiology, telecardiography, communicable

throughout the

generd teleconaulting, specidised primary communicetion, or hospital & home, health system

A topic of maximum interes to the hedth authorities concerns agpplications in the
phameceuticd sohere, an issue which, besdes having an undeniable economic
dmendon is ds intrindcdly linked to improvements in the rdiond use of
medication and avoidance of problems caused by adverse drug reactions (ADR).

The goplication of information technologies enables qudity to be improved and codts
avoided, as catan types of medicd errors can be reduced. This has now become an
issue of priority interest for governments in some countries, such as the United States,
where it is esimated tha somewhere between 44,000 and 98,000 pdients die every
year as a result of medicd erors linked to the handling of information. Of such
degths 7,000 ae sad to be ascribable to mignterpretation of medica prescriptions,
and 25%, jug under 2,000, to the illegible handwriting of practitioners. Although no
data as to the dimenson of this problem in Spain are avalable, there can be no doubt
that it should be seen as a rdevant target for improvement, and one on which the
implementation of e heath applications would have a positive effect.

There are no data regarding the levels of penetration attaned by Internet technologies
with respect to the Nationd Hedth Sysem as a whole Indeed, it is difficult to make
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edimaes, in view of the pace of change in many inditutions, and the variability, not
only between Autonomous Regions but even within the indtitutions themsdalves

100% of INSALUD hedth centres are linked to the body’s corporate network, which
covers centrd depatments, teritorid and provincid directorates, specidist  care,
primary care and specia emergency sarvices. According to the latest data, this system
srves 1536 fadlities and provides 24,227 e-mal addresses Implementation extends
to 92 hospitds with 11,086 PCs. In the case of primary care on the other hand, there
ae 281 computerised hedth centres and 183 outpatient surgeries equipped with 1,188
computers for admissons and 3,495 for medical consulting purposes.

There are known to be 69 hospitas with research units linked to the Internet via Red
Iris (Spain's research network); to these one would then have to add dl those having
a link-up supplied by other Internet service providers. According to data from an
Information Society Secretariat dudy covering 154 hedth centres in Cataonia, 60 of
these -3%- are present on the Internet with a web page, a percentage that rises to
57.7% if only acute-care hospitds with a capacity of over 100 beds are consdered.
Overdl, hedth centres have 17,436 computers, 16490 of which ae in hospitds and
M6 in primary-cae centres. This gives a ratio of 3.7 workers per computer in
hospitals  In addition, 43%-48% of computers are linked up to Internet, yidding a
ratio of 79 workers per network access point, a proportion that dimbs to 17 workers
per access point in primary-care centres. A totd of 11,614 employees amounting to
18.9% of the tota workforce, have an e-mall address
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STUATION ANALYSS

From dl the experts and the literature consulted one gets the dear perception of being
involved in a revolution. Although this is a revolution that is going to affect the hedth
sector as much as the remaning sectors, it will concevably affect the former to a
gregter extent owing to its gpecid socid and economic sengtivity.

Andyds of bariers and driving forces & work shows that a given dement may act as
a hindrance in one context and as an ad in another. Logicdly, views tend to differ

according to the actor in question.

1. Driving forces

The basc impetus for Internet devdopment lies in its very nature, in the potentid of
its practicd applications to render it desirable to usas be these individuds or
organisations. It is economicd, flexible, open and fredy accesshble Its present users
(petients, medicd practitioners, managers) see in the Internet a posshility of
stisfying ther needs and obtaining benefits. Logicdly, the precise nature of and
interest in such bendfits will depend on the individuad actor. In this regard, a great
amount of influence is exerted by the specific sdting, the user’s experience in
Internet use (e.g., whether in a university context or in multicentre research projects)
and, in the case of organisations ther degree of technologicd maturity and
adaptation to change.

The sodd environment is having an undenigble influence on consumers, who ae the exponential
becoming increesngly accusomed to the use of Internet-mediated dectronic means gmwtr?

of payment and management backed by sectors such as banking, transport and Lﬂsérnstemet-based
tourism. This exponentid growth in Internet-based users will in turn influence the wiil influence the

development of e-hedth-specific technologies, applications and uses. gfafﬁgm‘_;o&m

technologies,

Economic, socid and political forces have been a work on the hedthcare sector for a applicationsand
number of years now, lending impetus to new organisation and management modds. e

Such changes require information sysems with wide-ranging capebilities, and the

Internet is therefore percelved as the basic technology for change.

The boost given to hedth products by e-commerce will have pogtive repercussons working from the
on the purchasars themsdves, who will benefit from online product catdogues, Net

suppliers for their

enhanced inventory control, shorter delivery times, reduced cods etc. Working from part,
the Net, suppliers for their pat, will, among other advantages be able to plan " amongother

. . . advantages,
production better, reduce marketing costs and increase market share. be able to plan
production better,
reduce marketing

The pharmaceutical industry & a sector that has traditiondly been ahead in the use of costs
data networks. At present, it is very actively engaged in encouraging Internet use for andincrease

market share.
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its own opeaions yet it is dso furnishing web-based information services and on-
line professond training.

The _telecommunlcalons_ Sector, and the mgor telephony operators in paticuld, 5. o thelines
congtitute one of the maor forces fodtering the use of the Internet and the new data having _
sarvices though the nature of this drive is generd and without any strategy Jic Moo
specificaly focused on the hedth sector. Basically being
implemented via the
e-Europe initiative

Ore of the lines having grestest impetus is politicdl in origin. At dl levels locd, thelST Programm
regiond, nationd and EU authorities are promoting information and communications [ a" BV eonted
technologies by means of different actions that are bedcdly being implemented via the National
R&D programmes, the legd and regulatory framework, human resource promotion, "P&! Programme
and disssmindion. In this context, the e-Europe initiaive and IST Programme must

be seen in an EU framework, as must the Nationd RD& 1 Programme.

2.Barriers

A sies of factors can be identified, which act as a brake on hedth-related Internet
development. Among these are issues of user acceptance and of problems of
infredtructures, training in the use of new technologies interoperability of dinicad
information sysdems, the lack of protocols in telematics procedures, updeing the
adminigrative and organisttiona dructures of exising hedth inditutions not to
mention the legd aspects and, of course, funding.

The redivdy low peneration of persond computers and Internet connection in
Spanish homes is regarded as an dement holding back the potentid development of
e-hedth gpplications targeted a the generd consumer, who encounters bariers to
Internet use in the shape of basic euipment cods, problems of qudity and low access
gpeed, and the high rates charged for telephone connection and use. For consumers in
Spain, this Sgnify an objective condraint vis-a-vis other OECD countries.

One of the criticd factors is the ambivdence of hedthcare professonds who are
divided in ther reection to the Internet: on the one hand they seem to be fascinated,
and on the other, they harbour certan resarvations about its use. While many
goprecide the vaue of having better informed patients, there is a pardld concern
about a posshle loss of control over the doctor-patient reationship. The medica
fraemnity tends to be oconservative and cadtious epecidly with regad to
technologies that could dter the doctor-patient raionship, and the Internet is one
such technology.

Recent years have witnessed a dgnificant increase in the use of computerised sysems
on the pat of medicd practitioners for adminigraive functions (such as
gopointments, checking patient data, intraprofessonal exchange of medicd records)
and cetan dinica applications, yet there is a long way to go before the point is
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reeched where the potentid capabiliies offered by the avalable technologies ae
being exploited to the full.

In the context of gpplications targeted a organisations, the development of e-hedth in
Soan hes dear limitations in teems of the hedth sysem’'s lack of computerisation,
the heterogenety of the sysems implemented, and the quedions of interoperability
and adoption of common standards by the different organisations. A core issue here is
the retraining and adaptation of human resources to the new working environmen.

With respect to initiatives for devdopment of new “dotcoms’, venturefunding
possibilities have been adversdy affected by the collgpse of technology stocks on the

internationa share markets. Ontline business models are currently under review.

Guaranteeing web content qudity is a key aspect, and is the subject of intense Gue;rartﬂeeir}gtweb
discusson in the intemationd media inasmuch as it concems e-hedlth gppPlications (ga key aspect

intended for the on-line information systems segment [8] [12] [13]. g_nder intense
ISCUSsIon In
international medi

Data security and confidentidity are dso burning issues. Solutions for the hedth fied _
will undoubtedly benefit from advances made in dectronic Sgnaiure and vaidation, g e ned
thanks to the public key infragructures that are being deployed and promoted to will undoubtedly

facilitate e-commerce in generd. benefit

from advances

made ‘
Finding solutions to these questions is considered crudid for e-heslth applications in Gneere
the categories of e-commerce, on-line applications, messaging and telemedicine. and validation

3. Detailed discussion with breakdown by user category

Fromthepointof 1N the case of consumers, age is regarded as a factor that is decisve and inversdy
view proportiond to the degree to which use is made of products currently avalable on the

e ione Internet. From the poirt of view of potentid e-hedlth dients, however, it is the senior-
itisthesenior-  Citizen segment that has been identified as the magor consumer of hedth resources,
segment that e SOMething that is going to meen the development of new tools designed to facilitate
eniriog 25 the incorporation of this group into the new economy. In this connection, the
Identif r;ﬁi}of devlopment of gpplications in the fidd of cdl-phone and digitd televison use are

consumer of health  Seen as new possihilities.
resources.

In the andyss of potential dients sght must not be logt of the impetus coming from
chronicdly ill groups in the rurd world, in terms of generation of demand for specific
goplications, via, say, information portds and in tems of improvements in
accessbility to hedthcae ad oneonone paient management  (diseese
management).

Some of the factors that will have to be addressed are: the need to have a smpler and

chespar means of Intenet access, the veracity, qudity and accuracy of the
information; and the supply of new products geared to specific groups.
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At present, users are somewhat at a loss as to what this could mean to them in added
vaue termsiin the short, medium and long term.

A number of andyds ae of the opinion that the greatest effect of the sde of
pharmaceutical  products over the Intenet could wedl be fdt by the patient. Until
recently, reations between laboratories and patients were limited by <atutory
regulations and by the pratitioner acting as an intermediary, but the Internet
threstens to change dl that. As things dand, it is impossble from a legd sandpoint,
to =l medicnd products over the Internet in Spain. The prevaling Spanish
legidation mekes the digpenang of any drug dependent upon physcd presence in the
pharmacy. The dispenang of medicind drugs is governed by severd regulaions The
most gened of thee is European Union Council Directive 92/28/[EEC on the
advertisng of medicind products for human use, which provides tha Member Sates
dhdl prohibit advertisng to the generd public of aty mediand product exdusvey
available on medica prescription and authorises such States to subject  the content of
dl OTC advetisaments to prior vetting. In addition, Directive 97/34 forbid tdevison
goonsorship or tdesdle of any medicaion, be it with or without prescription, and
Directive 97/7 entites EU countries to excude medicnd drugs from distance
contracts.

Insofar as health professonals are concerned, these are seen to be very favourably

disposed towards anything cannected with the use of Internet resources as a source of ;i?on s

information, but not towards incorporating such tools into ther hedthcare tasks, there are seen to be very
being some doibt as to whether use of same is going to sarve to improve the exercise favourably disposa
of ther activity. This can clearly be seen from the fact that the proliferation of access anything connecte:
to professond documentation and informaion sarvices (information as a key factor With

. . . .. . the use of
in competing for scarce resources, the research world, continuous training) iS NOt internet resources

equally evident in the case of other services on offer, thereby implying thet there is asasourcecf
some difficulty in perceiving the advantages of same. A possble example of this iS information'asa
provided by the posshility of emal-based doctor-patient reaionships the problem Faegtormcompeﬂn
of daa confidentidity and Internet security is one of the arguments currently being for scarce resource
put fooward by hedth professonds regarding use of gpplications involving eectronic

interchange of patients medicd data

In this context, it is evident that efforts will have to be made in dissaminating,
informing and traning hedth professonds in the use and devdopment of IT
goplications, s0 as to enhance the acceptance of same and ensure tha better
advantage is taken of their potentid.

Healthcare organisations ae a key factor in fadlitaing, promoting and Healthcare
dissemingting the use of these technologies In this connection, the role of Senior ara s key factor
management is seen as fundamentd and ought to act as a force for change in this in fadllitating,
sphere. Incressed efficiency, cost savings, user satisfaction, and improvements in bd Geseminating
management or hedthcare ectivities are factors to be borne in mind when it comes to theuseof

incorporating these new technological tools In generdl, initidtives set on foot by " '*M90de
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public hedth inditutions ae geaed to implementation of corporate-network
(intranet) and Internet-access infragtructures. The basc modd that seems to be
goreading is that of regiond networks or networks of hedthrdidrict networks with
the prime objective of fadlitaing communication between levds (primary with
specidised).

Hedth services are drongly backing Internet as a medium to fadlitate internd
management of adminidrative and hedthcare sarvices, improve hedthcare and
enhance reaions with the public. There are projects under way in hedth didricts in
sverd Autonomous Regions, whereby primary-care centres can process requests for
andyss and diagnodic teds in red time without having to invest in codly
equipment, gpplications and pecific software licences. From any PC with Internet
access, such hedth centres can access laboratories or the pertinent diagnostic
sarvices, and request or conault the results of dinica andyses, thereby saving time,
bureaucratic paperwork and money.

Ancther gpplication being observed with grest interet are web-based gopointment
management systems.

Private hedthcare organisations have shown a greater degree of dynamiam in the use
of Internet technologies as a support tool for ther busness, eg., usng the web for the
purposes of requesting agppointments  with  specidids, seeking medicd  advice,
managing Sservices or taking out policies

Among the bariers or problems detected by inditutiond usars the following have
been identified: the amount of investment needed to implement IT, paticulaly where
such outlays are to be poged on the books as investment and not current expenses,
the lack of network infragtructures;, the lack of hedth-sector-specific gpplications, the
need for greater interaction between the public and private sectors, the need, a an
inter-regiond level, for co-ordingtion in the hedth sohere to ensure the operationd
daus and connectivity of the different sysems, duly andysng the need for
regulation and boosting widespreed use of these infragtructures (hedth smart card,
computerised hedth record, dient link-up to hedthcare providers, public procurement
viathe Internet, B2B, €tc.).

With respect to the specific devdopment of e-hedth gpplications for hedthcare
organisations, emphass must be lad on the concern fdt by the authorities about web
content in generd, and about accurate and qudity information in paticular. Also
evident isthe interest in new on-line information search and management products.

In the case of B2B e-commerce, an important aspect relates to the posshbility of on-

line public procurement over the Internet, as wel as the necessxry interoperability
gandards and protocols for linking up different hedthcare providers.
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DEVISING AN E-HEALTH ACTION STRATEGY

1. Summary Status Report

The driving forces propdling hedth-rdlated Internet use are extremdy powerful and,
to a cetan extent, inescgpable. The key to ther evolution lies outsde the hedth
sector as such. How Internet use is going to affect dinica practice and outcomes
depends, both upon the way in which it is gpplied, and upon the generd context in
which other actors take part.

The daa show tha Span is somewhat behind in gened Internet  penetration
compaed to the Europeen average. Not only is this finding in line with the
higoricaly low levd of ICT introduction in hedth, but in addition it rases the ned
for a reection in the face of this Stuaion to avoid a lag in future should the present
pace dow, a devdopment viewed with visble sgns of dam by the EU Councl on
putting forward the e-Europe initiaive.

The mater is smple the qudity and economic feashility of hedthcare in the form
demanded by today’'s society depends upon the effective incorporation of new
technologies. The rdevance of the topic leads one to condder the suitability of
pooling efforts by bringing together dl the actors involved into something thet could
be caled a «Sector Agreement» or «common interest platform.

After discussng the light in which the role of e-hedth is viewed, its prospects for
evolution and the context of foressesble development, this section then goes on to
identify the key core issues.

2. Role of e-health examined

The incorporation of the Internet into the hedthcare world (e-hedth) is perceived as a The incorporation
force for change degtined to enhance the qudity of life of the generd public, a view ©f the!nternetinc

the healthcare

thet will favour the development of tools designed to respond to this demand in &eas world (eHealth) i:
such as research, management, planning, information, prevention and promotion, or fgiﬁﬁjﬁ;ﬁ;ﬁ
in diagnods and trestment. The chalenge reddes in technology’s being able to toenhancethe
furnish the bas's upon which genuindly useful gpplications can be implemented. ggﬁ%";&'&ﬁg th
At dl events something about which there seems to be agreement is tha the

incorporation of the Internet is bound to generate changes in the relationship between

hedth professonds and the generd public, between these same professonds and the

hedthcare providers, and, by the same token, between the later and the generd

public, not to mention the changes that are going to take place in the areas of

logidtics, didribution channds, supply, procurement, and in the processes of

management and administration per se.
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Furthermore, medicine is plainly a knowledge-based activity that makes intensve use
of information. Data-collection, handling and exchange ae increesngly becoming the
core focus of eactivity. Matters ranging from doctor-patient communication to
adminigrative reations, assurance and information flows a dl leves characterise a
genuine sectar that requires appropriate technologica infrastructures to overcome the
present inefficiencies peculiar to paper-based systems.

The Internet is a very poweful medium when used as a vehicle for the hedth
education of citizens and better-informed petients. It is dso a tool of grest vaue for
updeting the knowledge of and providing continuous training for hedth professonds

Application of the Internet to dinicd practice not only means a new way of doing
things but dso the posshility of doing new things These new technologies go
beyond replacing the old. A profound impect is therefore envisaged, both upon the
gructures of present organisations and upon the way in which they operate.

However, technology should be seen as a tool and not an end n itsdf. The vdue lies
in the &bility to provide solutions to red practicad problems, furnishing the generd
public with tangible improvements in qudity and access to the hedth sarvices of the
future.

3. Prospectsfor progress. Context of developmernt

By its very naure, the Internet goes to the very essence of hedthcare activity. Its use
will be dictaed firda and foremost by endusers Hedth professonds will
increedngly use the Internet to communicate with one another and to access medica
and scientific information. Neverthdess, resstance can be expected to direct e-mal-
based doctor-patient communication. The Internet has shown itsdf to be an important
tool in continuous education and the updating of knowledge, thereby fadilitating
evidence-based medicine,

In generd, hedthcare organisations are not reedy to fit the Internet into their modus
operandi. The redity of the information sysems the adminidratiive dructures the
organisdtion of services the lack of incentives and the resstance of professonds, dl
represent barriers limiting the sporead of the Internet in a dinicd setting. There is
condderable resgance in the form of dringent regulation, lack of computer software
and communicaions infrastructures, problems of security, as wdl as ehicd, socd
and culturdl condderations.

The use of web technology as a support for hedth software systems will foreseegble
meet with ressance from the corporae supplie's who currently dominate the
hedthcare software market and who will logicdly do their utmog to prolong the life-
cycles of ther respective products as much as possble. Moreover, there are in-depth
problems connected with the integration of hedthcare information sysems and it is
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veary probable that the fragmentation of hedth record sysems will continue in the
yearsto come.

The next few years are expected to bring a rise in the activity of Application Service nenetfew years

. are expected to
Providers (ASPS) bring arise
in the activity of
L. Application Servic
Hedthcare organisations are dtracted to the use of the Internet, preferably for providers(AsPs).

commercid transactions,  logidics, adminidrative processes and  corporde  image-
making within the current trend in generic Internet applications and ecommerce. Y,
the soread of gpplicaions to support dinica practice per se is dtogether more
quesioneble. Tak of and proposds for web-based dectronic hedth record abound,
but it is not a dl dear whether the prevaling Stuation will see any type of radicd
change.

There would gppear to be posshilities for devdopment in the chain of digribution, in
that pharmaceuticd companies could improve therr efficiency in the procurement of
basc products -such a laboraory chemicds- by acting through ontine
intermediaries. The Internet will dso affect the didribution of medicind drugs here in
Span: despite the peculiarities of didribution in the sector, the chain from production
to end-cugtomer is along and complex one.

Use of the Internet for tdemedicine will see limited development for reasons of
infragtructure and organisation of services. The economic, ethicd and legd questions

will have to be addressed to avoid uncertanties Devdopment of this type of
goplication is likdy to be dower than that of the adminigrative, management support
and «e-commerce» varieties.

One of the most

One of the mog fondly cherished hopes is that future hedthcare will make use of fondly _
technologicd  copabliliies  to  improve  equity  in access by droumventing o e PeS'e
geographicd, economic, socid and culturd barriers. Then again, one of the grestest healthcare
concems is that unbalanced technologicl development might throw up new barriers fnecios
for any individuds groups or inditutions that ae not incorporated into the capabiliies
Information Society. folrmprove equity
Newe-Health Applications developed through initiives coming from outsde the public sysem
businese models - and targeted a consumer groups are likely to move aheed more swiftly. New ehedlth
_challenges  bugness models will creste chalenges to traditiond ways of providing services
o e IMplementation of e-hedith alows for new (virtud) enterprise models in which the
services  gregtest value resdes in knowledge-based capabilities and networks of contacts with
eHeath SUppliers and customers. e-hedth gpplications free knowledge resources of dl
applications condrants of geogrgphy, time and adminidration. At present, however, the redity is
freeknowledsc  thet e-hedlth is scarcdly developed, and what is offered from the Intemet are solutions

of all constraintsof - Which have been introduced in other sectors, in other market contexts, pertaining to
geography, time - yroenjeational cultures and relationships with different users

and administration
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4. | dentification of coreissues

Implementation of e-hedth gpplications for the condruction of future hedthcare
poses a vay wide range of chalenges not meredly of a technica nature but dso
ethica, culturd, legd, economic and organisationd. Among the principa core issues
identified as being linked to the development of e-hedth in Spain are the following:

a) dignment of the Srategic and development plans of
the various hedth systems

b) acoeptability to professonds

) qudity of Internet content

d) data security and confidentidity

€) legd and adminidrative framework

f) funding and sugtainable business modds

0) Internet access

h) technological aspects

a) Alignment of the drategic and development plans of the various health
systems

Traditiondly, gpplication of information technology to hedth has led to
fragmentation in the sector, with a plethora of olutions, for the mogt part
incompatible. Lack of interoperability between the informaion sysems of
different hospitals, or even between those of a sngle hospitd, has been a
redity in most of the hedthcare organisations in Spain. In recent years,
computerisation efforts in hedthcare have led to a grester degree of
uniformity with regard to the adoption of common commercid gpplications
«a@ source», egpeddly in inditutions providing hedthcare services in
catan autonomous regions. Yet one has to bear in mind here that: many
projects are adgpted to or modified for a specific end-user; adoption of a set
of goplications from the same suppliers does not in itsdf guarantee
interoperability, even within the same organisation; and, goplications
introduced in both regiond hedth sysems and, obvioudy, in private
organisdtions ae not in prindple desgned with interoperability in mind,
whether a anationa or, needlessto say, a a European leve.

This date of affars conditutes a fundamenta problem besetting the

crestion of a naiond network of hedth tdemdtics savices or other
srvicesto act as dectronic medica records.

Such discontinuity in information systems makes for:
- aminigraive ineffidendes and increased bureaucrdic  complexity
for the public, professonds and organisations dike;

- ineffidencies in hedthcare ddivery, paticulaly in the case of
cross-border movement and resdence;
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- breachesin data security and protection systems,
- increesed codts of implementation and maintenance of information
systems
- higher overdl system operaing codsts, and,
- gregter risk of daatranscription errors in communicaion between
the respective systems.
“WZL(‘J\%:SI: Hence, it would seem advisdble for common Srategies to be implemented
forcommon & @ nationd level, srategies designed to facilitate communication between
__ grategies  different information systems in order to ensure continuity of care for the
to be implemented .
at a national level,  geNerd public.
strategies designec
to facilitate

communication  ThiS would entall adopting a universaly agreed e-hedth “ared’ (preferably
between different o the badis of internationaly accepted regulations) for the Nationad Hedth

information system:

inorder toensure - System, of atype that would rule out present inefficiencies.

continuity of care

forhed™a |n generd, hedthcare organistions, hedlth professondls and  computer
experts acknowledge the importance of dandardisation in  hedthcare
software. The postion of those who supply applications is not quite as
wdl-defined, however, and a certain reticence can be detected. Indeed, one
gets the feding that such suppliers fed more comfortable in a gStudion
untrammelled by aty rules or regulaions that might compromise the
adequacy of ther products There is a fear tha a demanding regulatory
framework would meen increesed adminidraive baries as wdl as
additiond cods and time (cetificaes, etc). These conditions might
perhgps change, for some suppliers a lees, if they saw the possbility of a
market in the event that a Stuation were to arise gmilar to that brought
about the pasing of the HIPAA in the United States. Y, this has not
taken place in practice, even in organisations which show willing to adopt
rules, and hes indead led to gtudions in which proprietary solutions are
favoured. This is an aea tha cdls for profound reflection a dl levels on
the part of those in charge of computerisation in the hedthcare fidd. There
isamanifest lack of commitment to open systems.

b) Acceptability to professonals

The degree to which hedth professonas accept new Internet-based modes

User behaviowr  OF Work will be linked to the demondration of red benefits and the

playsacritical role  perception of incentives for change. User behaviour plays a citicd role in

o miherecognition the acceptance of e-hedlth services and human conduct is something that
cannot be changed by decisions taken by managers.

To tak of the implicaions of the use of new technologies in medicd
practice is to tdk of a multitude of changes. Not only will professonds
behaviour and their atitude to hedthcare be affected, but dso the way in
which doctor and patient relate to each other. The patient of the future will
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come to his doctor with a grester amount of information, which the

professond will then have to weigh up and assess in order to advise the The patient of the
former as to what may be bendficid or prgudicid to his hedth. Everything future

points to the fact that, while the introduction of the virtud medica visit in Jib cometonis
the ambit of hedthcare is in no way going to displace red medica activity, agreater amount c
it is nonetheless going to convert the professond into a type of quaified nformation
auditor whose rdationship with his patient will be guidance oriented.

Patients occupy most of practitioners time, and it thus somewhat naive to

think that they are going to find time to answer emal queries if there is no

system of additional economic recompense.

Ancther dement of rgection on the pat of hedth-sector employees is
linked to fear of change and of the possble effects on thar jobs.
Technologicd change affects the need for different professond profiles,
diminaing some and cdling for othes thereby creding new types of
professond careers.

The Cdifornia Medicd Asociaion (CMA) has joined forces with a

number of high-tech companies for the purpose of setting up a body, the
MoHCA, to sarve as an interface between the hedthcare and technological
worlds, with the ultimate am of helping to understand their mutua needs.

A vector of introduction that has been postively accepted involves the use A vedtor of

of the Internet as a medium for continuous training. Thanks to the Interngt, ltﬂgtor?ggttl)ggn
courses can be held, and where necessary, academic credits obtained, in Positively accepter
such a way that there is no need for transport and travel, the timetable of the Internet
becomes flexible and the effort involved in traning and education is 2samedium

for continuous

rendered compatible with the daily workload. training
¢) The question of ensuring the quality of information accessible on-line

Open access to medicd information via the Intenet has afforded

professonds, paients and the generd public new opportunities of gaining

Openaccess ~ ACCESS to knowledge. The freedom to publish information on the Web is
tomedical  one of the Internet’s acknowledged vaues. This cannot hide the fact that
Jathe mormaton much of this information may be of dubious sdientific rigour or susoeptible
rof ;;Tg;gjeg to manipulation. Current edimates put the number of hedthrelated web

patientsand the ~ PA0ES & aound 100,000, only haf of which contan information endorsed
general public,new [y professonds. We are heading towards a globa database, in which web

g;prﬁ%gu:;ég?; browsers will be ade to find any type of information. It is not dways easy
knowledge  to decide what is rdiable, and even less s0 in the case of non-experts. One

of the ensuing risks is that patients will reach the point where they diagnose

and trest themsdves on the bads of ingppropriste information obtained

over the Internet. Another matter that raises its head is the offer of medica

therapies, often fictitious, over the Internet.
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Concan about the qudity and rdiadlity of on-line hedthcare content is
thus a centrd question, as is reflected by its induson among the e-Europe
«Hedth On-line» lines of action.

Among the internationd initigtives under way, mention should be made of
the ethicad codes drawn up to guarantee the qudity of hedthrelated web
dtes. The mog rdevant of these incude Hedth on the Net (Switzerland),
Hi-Ethics (United Kingdom), e-hedth Ethics Initigtive (United States), and
the princdples of the Ameican Medicd Asodation. In Span, the
Bacdona Board of Phydcians (Colegio de Médicos) sponsors another
initistive, whereby the Accredited Medicd Web dte (Web Médica
Acreditada) sedl is awarded to services that comply with its conditions.

There is debate about the role of hedth authorities and public sector
inditutions. It is dear that good faith done will not suffice to protect users.
Even seds of qudity have to be verified. One has to bear in mind too that
the average user does not find codes essy to undersand. Indeed, the
average user generdly has neither the means nor the time to verify which
of the sarvices avarded the sed are redly quaity services, dince, a the
levd of an individud or isolated organisation, the sheer magnitude of the
Internet renders the task of monitoring impossible.

It is extremdy important that dress be lad on the principle ofThehealthsectori
confidentidity and protection of private data, by specifying how persond one of the most
infformation is to be collected, what use is to be made of this and with ;fgtsegi:]ng?f;tg

whom it is to be shared. An aspect to be consdered is the possible need for s concerned
the public authorities to lay down minimum criteria for data protection in

web Sites.
d) Data security and confidentiality

The hedth sector is one of the most sendtive insofar as protection of data Itis extremely
is concerned, dnce dinicd histories and ontline medication or medicd important

prescription deta are matters requiring a high degree of  privacy. tcgitf}gsn%f;?@p;g
prptection of
Ancther point to be borne in mind in data transmisson is tha not dl Privae

. . . . - . ) data be stressed
information has the same degree of confidentidity. Accordingly, different

degrees of privacy mugt be assigned to messages in tha some will be
addressed to a far wider public than others. For ingance, a lecture or study
addressed to a group of professonds is not as secret as a pdient's
diagnogs

The importance of the maiter is dearly reflected in the concern felt by the

authorities & an internationd levd. In the United States a federd law has
just been enacted for the protection of patient data.
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From a technicad point of view, tools and badc procedures origindly
devdoped for orHine sysems such as encryption, eectronic Sgnature and
public key infrastructures, are being further developed to facilitate e-
commerce and ae becoming avalable In this context, the use of smat
cads is emeaqging as an eement for the provison of a secure operating
environmen.

€) Legal and adminigtrative framework

As the use of e-hedth goplications spreads ther introduction mudt, as with
ay new technology, inevitably give rise to new gtuaions linked to the
interests of the different actors involved. In one way or another, the need
aises for regulation and the introduction of rules to edablish a legdly and
adminidraively secure environment that will dlay uncertainty and ensure
gppropriate use of new technologies in the ensuing socid context.

A sies of ethicd, legd and adminidraive questions are connected with
agpects such as protection of privecy, trade in medicdnd drugs and
products, protecion of hedth, qudity of information, professond
competencies, etc.

By virtue of its nature, functiond <tructure and globd reach, the Internet
represents an  unprecedented legd and adminidrative space, to be viewed
as a matter of the utmost importance in terms of its implementation in an
environment as sendtive asthat of hedthcare.

f) Funding. Sustainable business models

One of the

main factors
currently limiting
e-Health in Spain
is, asin other
countries, the
weakness of
business models

The financid progpects for the e-hedth market ae not a dl cdear-cut,
gnce, dthough there is a feding of undeniably great potentid, experience
neverthdess demondrates the difficulty of turning expectations into red
profits.

One of the man factors currently limiting e-hedth in Spain is, as in other
countries, the weskness of business modes tied to modds of finance which
are frequently volatile and often lacking experience in the redities of the
hedth sector. There ae many additiond chalenges such as obtaning a
financid return for the provison of medicd content, by convincng patients
to pay for sarvices Moreover, in recent months, important movements
have shaken the financid markets which have gone from a pesk of
euphoria in the settingup of new “dotcom” companies to a dump in the
technology markets and the disgppearace of many dart-ups Everything
seems to indicate that the “crest-of-the-wave’ effect has passed, giving way
to more solid modds of edablishing on-line activities There is a risk of a
dow-down in invesment in view of the trend regidered in fird-wave
corporate stocks in the United States. Just how to maeke a profit on the
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Internet is not a al clear. Things are proving to be more complicated, less
profitable and much longer-term than expected. Once their curiosity has
been satisfied, «clients» can be expected to use only what they need.

There are catanly opportunities in B2C e-commerce, with severd niche
aress tha could be a success but the problem lies in being able to predict
changes in the regulations governing the sector. This sad, the red
chdlenges are nevertheless posed by logigtics.

B2B svices ae wel edablished in hedth, and reaions ae dready in
place throughout the vaue chain. Such intermediaies cannot be eadly
bypassed, and successful e-hedth offers will thus involve campanies and
organisations that can function as ASPs.

It is interegting therefore to note the development of the concept of «B2B
marketplaces», which ae beng crested aound the mgor traditiond
hedthcare management organisations. The provison of «Managed Care»
over the Internet arouses far higher expectations in the United States than
in Europe, and venture capital companies would probably prefer to invest
in US-based companies looking to expand in Europe.

Electronic patient files (dectronic hedth record) and tdlemedicine are
matters that have generated keen interest among those showing potentid
interest in entering the maket. Despite ressgance from government
adminigrations, hedth authorities and other paties with interets in the
sector, there ae dready many proposds dbet somewha naive
Investments gppear to be directed towards companies equipped with
powerful dectronic fadlities tageted a gpecific problems and avoiding
aeas coming within the concan of the public adminidration. Private
companies are dready on the Internet providing an on-line sarvice, which
endbles medicd practitioners and ther paients to communicate over a
centrd messaging system that is secure and confidentid a dl times. The
sysdem dlows medicd praditioners to define ther own table of fees per
message, mantain communication with patients and conduct the necessary
fdlow-up in the mogt suitable manner. The messaging system includes
functions such as «dert natification» and «listed as awaiting replys».

g) Internet access

Technologica development offering grester computing power and Speed of
communication & lower cost will favour widespread adoption of intranet
and Internet-access infrastructures.

However, Internet access not only implies having a Temind -normdly a

PC ad a link-up to the Net- but dso cdls for the necessary knowledge
cgpability to use same. It implies usar-friendly intefaces and a “one-fits
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al” desgn. In addition it implies culturd and linguidic aspects It means a
new working environment and timetable.

Internet access is relaed to the question of the digitd divide. While the
cod, both of equipment and of tdephone traffic, is an important barier for
the generd public and for professonds who tde-work from their homes
sght must aso not be logt of the digita culture aspect.

Electronic access for dl hedth professonds is a desgnaed eEurope
«Hedth Ontline» dhort-term  objective. This is a chdlenge targeted
expecidly a hedthcare organisations and the government. Yet it is not a
dmple problem of inddling hard and software. It implies traning and
adiugment to a new professond working environment, overcoming the
type of resstance described above.

h) Technological aspects

All indicators of technological change point to a vector of Internet
evolution boosged by the devdopmet of mobile communications [4].
Third-gengration UMTS sygems, dong with WAP protocols and persond
neworks such as Bluetooth, are going to dlow for goplications that
feclitate the mobility of hedthcare personnd while ensuring access to
cinica records and other data, anywhere and a any time, with systems
equipped with auser-friendly interface.

In addition, the avalability of cable will favour the posshility of usng
interactive digitd televison as a medium of access to homes, as wel as
development of platforms sharing content-based resources.

Internet 11, with its capabilities suitably upgraded, can be expected to open '”te;)‘iﬁt'igs’i}i*gg
the way to devdopment of gpplicaions currently limited by transmisson ﬁ?)graded,
capacities. Aress that could paticulaly benefit here ae research 60 beexpected

to open the way to

environments and those involving work with images and video. development of

applications

Network rdigbility and guaranteed operationd daus are key questions for '((:rLgr:sernntilsysilti)Ttedb

migration to new infrastructures. capacities
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PROPOSED LINES OF ACTION

The st of actions proposed beow is amed a providing a response to the chalenges
andysed in the course of the report for gpproprite devdopment of e-hedth, in
accordance with the objectives and lines of action established under the eEurope
initigtive, Info XX and the Nationd R,D&1 Plan.

1. General

On podng the quettion of wha possble actions should be embarked upon within the
context of e-hedth in Spain, it has to be sad from the very outsst that the greatest
problen may wdl resde in doing nothing, or wating too long and missng the
window of opportunity. To do nothing means to leave progress to be determined by
the aray of initistives and interests highlighted by the various driving forces and
bariers identified and discussed above. The Stuation andyss reveds that, if no move
IS made to adopt an e-hedth drategy, there is the risk of a scenaio aising in which
the combination of lag in technology and inefficent use of resources may decisvey
determine the future of the country’s hedth sector over the next decade. It would be
ide to expect an e-hedth drategy -which bascdly means intercommunicability and
interoperability of the sysem to be introduced in the hedth sector without leadership
coming from the hedth authorities & the very highet levd and without it being
goproached from the perspective of date policy, amed a dispeling uncertainties and
digning efforts. 1t would be egudly idle to expect that a strategy of this scope could
be implemented by a set of isolaed and fragmented service providers, without there
being a dynamic framework from within the hedth sysem itsdf to give impetus to
the process.

Actions undertaken in recent years in the most advanced countries are extremely
indructive in this regpect, and ae reflected in Srategic Hedth Information
Technology Plans such as those drawn up in the United Kingdom (Nationa Hedth
Savice), Canada and Audrdia Equdly enlightening are the initidtives that have been
launched in France, Germany, Denmark and, needless to say, in the United States.

Adoption of such Straegic Hedth Information Sysem & Technology Pans is
entirdly divorced from the type of hedth sysem in place (a nationd hedth service as
in the United Kingdom, sodd security as in France and Germany, or private
insurance as in the United States) and from the nation’'s inditutiond profile (the more
centralised type, such as France and the United Kingdom, or the federd type, such as
Germany, the United States, Canada and Audtrdia).

In Spain, there is nothing & a nationd leve &kin to a Strategic Hedth Information

Sydgem & Technology Plan. The role of the Hedth Authorities essentidly the
Minigry of Hedth & Consumer Affars in collaoraion with the various
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Autonomous Regions and the Private Sector, is fundamentd and must cover two key
aspects:

Lregulation for the crestion of a sandardised environment; and
2. cregtion of the basic infrastructures.

In other words, it is a matter of ensuring that the sysem is able to communicate with
itsdf, on the bass of edtablishing minimum agreed dandards, and of guaranteeing the
sting-up of a basc communications infragructure. “Reguldion” in this particular
context refers to something of the kind enacted by the United States at a federd levd,
in the shape of the so-cdled HIPAA, a daute which lays down dandards of
intercommunicability for the entire American hedth system, dong with guarantees of
security and confidentidity in the use of persond data

Futhermore,  implementation of a  naiondly  interoperable  hedth-data
communications infrastructure cdls for a measure of specid scope, something  that
should be envisaged as an extraordinary specid action.

Effective implementation of e-hedth in an environment as complex as that of
hedthcare requires vison, commitment, leadership & the highest levds and a solid
well-gructured agenda, underpinned by ateam of active and capable participants.

Conceptual framework

| Actors: Consurmers, Professionals and b ananers |

Other
' | rrplerment tion MHS
A:nag:,l«igle di imp oy erment
techholooy N” _ T tariets
RED ResUts Innovation and -.f
; Technolooy
Mational Plan - i
: Transfer : - >
European FP ]* f | e-Health
Others _ P F
Research |
Exarmples " I& " T ] l
et e W e lefealt reagy ni—
Benchrmarking . | Info. Soc. [T R
- ech
Hationd R,D&3Plan e eEurope
IST-SthEUFP . o Info XM

Financial framework

Rogure 2. Action-pdicy model bazed on strategic elerments of : Research & Developrent ;
Trairing; Innowati on and Technol ogqy Transfer; and Healtherelated Iformnation Socigy Research
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2. Elements of action

Effective implementaion of e-hedth drategy doubtless requires a greast effort in
terms of infragtructures and Satutory regulation. However, in order to trandform this
potentid into redity and maximise the vaue of technologica resources drategic
actions are d0 reguired in aeas such as research and development, promotion of
human resources and innovation, with transfer of gpplications to the hedth sector.

Fgure 2 shows the actionpolicy modd with its ability to influence the trandfer
process linked to the mere workings of current market forces.

In this process full use can be made of the cgpabilities of the Calos Il Inditute of
Hedth, as an indrument & the sarvice of the Nationd Hedth Sysem to provide
impetus for and co-ordinate this type of activity.

In this context, a series of potentid lines of action are liged. These have been
suggested in order to foster the devdopment of ehedth in Span and have been
grouped under the following heads

Generd measures

Research and Development Actions
Education, Training and Teaching Actions
Technology Trangfer and Innovation Actions

3. General measures

®* A Strategic Health Information Sysem & Technology Plan to be
dawvn up a a naiond levd, under the leadership of the Hedth
Authorities, basicdly the Minidry of Hedth & Consumer Affars in
collaboration with the various Autonomous Regions and the Privae
Sector, focusng on two basc points 1) a framework for interoperability,
and 2) creation of basic infrastructures.

® Accompaying the aove a common interet plaform to be st up.
Egablishment of a united gpproach, which would bring together and
incorporate dl the different sectors and forces interested into something
that could be cdled a Sector Agreement for the devdopment of ehedth

inSpan.

The drawing-up
of a Strategic
Health Informatior
System &
Technology Plan

Establishment of ¢

Egablishment of a collaborative framework for research, devdopment and fcroalulnagzgﬁt('ve

innovation in the sector, with the paticipaion of representetive corporate tor research,
sectors  (Pharmeceuticds,  Information  Technologies, Telecommunications, fﬁf\fmﬁm and

Multimedia Content), to be coordinated by the Carlos Il Inditute of i, ihe sector
Hedth
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Progr?;?:mf;tc: ®* Programme to facilitate Internet access for hedth professonds, especidly
Internet acces: those engaged in research activities and Internet 11 access.
for healtr
professionals

® Memures to be sponsored by the Naiond Hedth Sysem itsdf to
encourage and fadlitate Internet use by the generd public for ther
dedings with the Nationd Hedth Sygem, eg, plan to furnish e-mal
addresses and free Internet access.

4. Research & Development Actions

Full use to be made of the cgpdbilities of the Nationd Plan, European Programmes
and other sources of support. A basc aspect to be developed here is the function of
«Hedthrelated Information Society Research», which endbles drategic decison-
meking dements to be obtaned in this fidd, through andyss of experiences with
intitives in other countries (following, for indance, the benchmarking gpproach
proposed under the e-Europe Action Plan), taking advantage of studies underteken as
a result of different initiatives, public and private, dong with andyss of the
experience here in Spain. In this plan, use can dso be made of the capabilities of the
Calos Il Inditute of Hedth and other organisstions, such as the European
Commisson'sIPTS, or specidised foundations and inditutes.

In particular, it is proposed that:

®* a bood be given to increased Spanish participaion in the IST Programme
of the 5th European FP, EUREKA, and other EU Programmes;

health
aﬁﬁﬁci’i‘iﬁ ®* mechaniams of action proposed in the Naiond RD&I Pan (2000-2003)
for citi;:iae{rfg be activaed;
da”@?ﬂfeg;it?ng *  hedlthcare-application research be promoted for end use by citizens and
patients -particularly senior ditizens- in adaily-life stting; Research info
® ressach be conducted into advanced teemedicine applications for ?g\éﬁﬁgne
rlevant hedth problems improvements in continuity and access t0 applications.
%’ViCGS; and, R((ja%e:c:dintoeal |
advanced e-Healt
® ressach be conducted into advanced e-hedth tools for clinica research ;g?'snmcal
JPuUrposes. research purpose

5. Education, Training and Teaching Actions

® Design of e-hedth training programme for hedthcare professonals.

Research and
* R&D of flexible virtud distance-based hedth training sysems. ﬂi\;(ﬂ;?gr?/ﬁ% Z{
* R&D of education and teaching content. gies;e;rr\]cebased

training systems
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6. Technology Transfer and Innovation Actions

I dentification and dissemination of best practices. Research into the
establishment of benchmarking criteria, induding questions of security, data
protection, and corfidentidity.

Research into criteria to assess the qudity and authenticity of hedth-related
information furnished over the Internet.

Dissamination and awareness-raisng targeted a standardisation and
interoperability, and dso addressing the matter of the public/private sector
interface.

Cooperation with Latin America
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